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*************** START OF CHANGES

[bookmark: _Toc90988305]Annex F (normative):
IMS media plane security for immediate messaging
[bookmark: _Toc90988306]F.1	General aspects
<text tba>void.
[bookmark: _Toc90988307]F.2	Security for immediate messaging based on SIP signalling security
Security for immediate messaging based on IMS signalling security shall be provided by the SIP signalling protection mechanisms specified in TS 33.203 [4]. 
NOTE1: The usage of the “P-Asserted-Identity” header provides secure identification of the sender of a message by the receiver, unless the sender has chosen to hide its identity, in which case the receiver will not learn the sender’s identity.
NOTE2: SIP messages between the UE and the P-CSCF (IMS-ALG) can be confidentiality-protected either by the confidentiality mechanisms of IPsec or TLS as defined in TS 33.203 [4], or by confidentiality provided by the underlying access network, according to clause 6.2.1.2 of the present specification. The IMS UE is aware of the established protection mechanism, but the P-CSCF takes the final decision. 
NOTE3: The IMS UE can be aware of the protection mechanism for immediate messaging on the first hop only, and there is no way for the IMS UE to ensure the use of protection mechanisms on further hops. Moreover, nodes in the IMS core (in particular the P- and S-CSCF) will have access to the cleartext message content.
NOTE4: Application servers may be used for storing instant messages for a user that is currently not registered or for distributing instant messages to multiple recipients. In this solution, such application servers have access to the message content and must be trusted. 

[bookmark: _Toc90988308]F.3	Security for immediate messaging based on MIKEY-TICKET
[bookmark: _Toc90988309]F.3.1	UE sends a SIP MESSAGE
A UE prepares a protected SIP message as described in TS 24.247 [28], with the difference that S/MIME is applied for content protection. Here S/MIME refers to the pre-shared-key variant of S/MIME defined in Annex I of this TS, and not the RFC 8551 [43] definition of S/MIME. This variant of S/MIME encrypts and authenticates the MIME content using a symmetric key that is transported inside a TRANSFER_INIT message. An example of a protected MESSAGE is shown below.
MESSAGE sip:user2@domain.com SIP/2.0
Via: SIP/2.0/TCP user1pc.domain.com;branch=z9hG4bK776sgdkse
Max-Forwards: 70
From: sip:user1@domain.com;tag=49583
To: sip:user2@domain.com
Call-ID: asd88asd77a@1.2.3.4
CSeq: 1 MESSAGE
Content-Type: multipart/mixed;boundary="boundary1" 
Content-Length: <length>
--boundary1
Content-Type: application/mikey
Content-Transfer-Encoding: base64

<Base64 encoded TRANSFER_INIT message>
--boundary1
Content-Type: application/pkcs7-mime;
    smime-type=auth-enveloped-data;
    name=smime.p7m
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename=smime.p7m

***********************************************************
* Content-Type: text/plain                                *
*                                                         *
* All your base are belong to us.                         *
***********************************************************

The UE must ensure that the TICKET inside the TRANSFER_INIT is resolvable by all the intended recipients. Typically, the intended recipient is the URI indicated in the To header field of the request. This is true when:
-	The message is sent to another user using an IMPU in the To header field. The UEs registered under that IMPU are the intended recipients of the content.
-	The message is sent to a list server using a PSI (Public Service Identity) in the To header field. The PSI is the intended recipient even though it is not the final recipient. This is because the list server hosting the PSI must be able to re-encrypt the content before forwarding it (it is assumed that neither the sending UE nor the KMS knows the members of the list). From the KMS perspective the PSI is seen as one of the list server’s identities.
The only case when the URI in the To header field is not the intended recipient of the content is when:
-	The message is sent to a list server and a URI list is included in the message body. The URIs in the URI list are the intended recipients of the content but not necessarily the list server. Since the sending UE knows the identities of the final recipients the list server does not have to re-encrypt the content before forwarding it. If the list server is not included as an intended recipient, the URI list must be sent un-protected or protected separately using an additional S/MIME entity.
For efficiency reasons the sender may want to re-use a TICKET in several SIP MESSAGEs sent to the same or different users. This is possible as long as all recipients were listed as authorized resolvers in the ticket request. It is important to be aware though that specifying a very wide group of resolvers may impact security.
Proof-of-origin (or non-repudiation) can be provided by the sender by adding the extension payload described in Annex D to the TRANSFER_INIT message. The extension payload contains a copy of the MAC calculated over the MIME entity and since the origin of the TRANSFER_INIT message is guaranteed, the origin of the MIME entity is guaranteed as well. The downside of providing proof-of-origin is that that the receiver has to do a ticket resolve against the KMS for every message that it receives.
[bookmark: _Toc90988310]F.3.2	UE receives a SIP MESSAGE
Upon receipt of a protected SIP MESSAGE, the UE extracts the key in the TRANSFER_INIT and hands both the key and the protected content over to S/MIME. S/MIME in turn uses the key to verify the integrity and decrypt the content. The UE also checks if the sender identity reported back by S/MIME matches the identity contained in the From header field. In case the identities differ, the S/MIME identity takes precedence and must be displayed to the user. As described above, this may happen when a list server re-encrypts the content but leaves the From header field intact. The same thing happens when a list server adds its own protected content to a forwarded message (for example the identities of the other recipients). Otherwise, the handling is as described in TS 24.247 [28].
Deferred delivery with MIKEY-TICKET can be accommodated by using a replay cache for TRANSFER_INIT messages which does not enforce any message age restriction (this is not required either by MIKEY [11]), The replay cache would accept a new entry as long as the cache is not full or if the entry is more recent than the oldest entry (determined from the message timestamp). If the cache is full and the oldest entry is older, the oldest entry is deleted and the new entry is inserted. Furthermore, the size of the cache must be adjusted according to the expected message intensity and the offline time (i.e. the period during which the UE is unreachable). The AS can also reduce the likelihood that a valid message gets rejected by delivering all the deferred messages in order, starting with the oldest one. However, even with the increased cache size, in case of high volume of messages or extended offline time the UE may run out of memory and has to start dropping messages.
[bookmark: _Toc90988311]F.3.2F.3.3	List server forwards a SIP MESSAGE to multiple recipients using a PSI
A protected SIP MESSAGE that includes a PSI in the request URI is forwarded by the list server to all the entries in the associated URI list as specified in TS 24.247 [28]. The only difference is that the protected content in the incoming message must be re-encrypted before it is copied to the outgoing message. When the list server decrypts the content, it must verify that the sender identity reported by S/MIME matches the identity in the To header field of the incoming message. Provided the verification is successful, the list server re-encrypts the content and sets the MIKEY-TICKET in the TRANSFER_INIT to be resolvable by all the entries in the predefined URI list. The re-encrypted content is then copied to all of the outgoing messages.
[bookmark: _Toc90988312]F.3.2 F.3.4		List server forwards a SIP MESSAGE to multiple recipients using a URI-list
A protected SIP MESSAGE with a URI-list included in the multipart body is forwarded by the list server to all the entries in the list as specified TS 24.247 [28]. There is no need to re-encrypt the protected content since the TICKET inside the TRANSFER_INIT is resolvable by the final recipients. Note that the list server forwards both the S/MIME content and the TRANSFER_INIT message.
If the list server includes a URI-list in the outgoing SIP message, as described in RFC 5365 [29], it should be protected using S/MIME. It is recommended to encrypt the URI-list once and copy it to all the outgoing messages by using a TICKET that is resolvable by all the recipients.
<text tba>


*************** END OF CHANGES
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